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Name of Company covered by this certification: C uba C ity Telephone Exchange Company 

Fonn 499 Filer 10: 804435 

Name of Officer signing: Deb Egli 

Title of Officer signing: Vice-President 

I, Deb Egli, certifY that I am an officer of the Company named above, and acting as an 
agent of the Company, that I have personal knowledge that the Company has established 
operating procedures that are adequate to ensure compliance with the Commission's CPNI rules. 
See 47 C.F.R. § 64.2001 et seq. 

Attached to this certification as Exhibit I is an accompan} ing statement explaining how 
the Company's procedures ensure that the Company is in compliance with the requirements set 
forth in section 64.200 I et seq. of the Commission's rules. 

The Compan} has not taken any actions (proceedings instituted or petitions filed by a 
company at either state commission. the court system, or at the Commission against data brokers) 
against data brokers in the past year. 

The Company has not received any customer complaints in the past year concerning the 
unauthorized release of CPN I. 



1::-.hihit I 

CUBA CITY TELEPHONE EXCHA:'IIGt: COVIPA:'IIY 

STATt:MK~T EXPLAI!'IiiNG HOW THE COMPANY'S OPERATING PROCEDURES ENS LIRE 
COMPLIANCE WITH THt: FCC'S CPNI RlJLES 

I. Customer Proprietary Network Information ("CPN I") 

C'PNI is defined in S~:.:tion 222(1) of the Communkat1on~ Act as i:\) information that n.:lait:s to the quantity. 
tcchnit.:al contiguration. typ~:. dcstinatHHL and amount of usc of a telecommunications so.:rvico.: subscriho.:d to hy any 
o.:ustomcr of a tdc.:ommunications carrier. and that is made available to the carri..:r by tho.: customer solely hy virtue 
of the carria-customo.:r rdationship: and (B) information wntaincd in tho.: hills pertain in~ to telt:phonc ..::-.change 
scrvico.: or tdephom: toll service n:ccivcd by a custom..:r of a carrier (except that CPl\I docs not indudc subscriber 
list information). 

Cio.:nerally. CPNI includes personal intim11ation regardin~ a consumer's usc of his or h..:r tcl..:comrnunications 
services. CP\11 encompasses inliJrmation such as: (a) the telephone numhcrs called hy a consumer: (h) th..: 
telephone numbers call in~ a custom~:r: (c)th~: time. location and duration or a ctmsumcr's outhound and inbound 
phon..: t.:alls. and (d) the h:lccommunications and inlormation scrvi.:cs purchas~:d hy a consumer. 

Call detail information (also known as .. ,all records .. ) is a cah:gory of CPl\I that is particularly sensitive from a 
privacy standpoint and that 1s sou~ht by rn.:tcxtcrs. ha.:kcrs and other unauthori1cd entities l(lr illegitimat~: 
purposes. Call dctail includes any inlimnation that pertains to the transmission of a speci lk telephone call. 
includin~ the number called (for outbound calls). the number from which tho.: call was placo.:d (for inbound calls f. 
and the date. time. location and/or duration of the call (for all calls). 

II. Use and Disclosure ofCPNJ Is Restricted 

The Company recognizes that Cl'\ll includes ini!Jrmation that is personal and individually idcntiliahlc. and that 
privat.:y con.:o.:rns have led Cong,rcss and the FCC to impose restrictions upon its usc and disclosure. and upon tho.: 
provision of an:css to it hy individuals or entities inside and oulsido.: th~.: C ·om pan). 

l'hc Company has designated a Cl':--.1 I Compliance Ofticcr who is responsible for: ( l) communicating with the 
Company's attorneys and/or consultants regarding CPNI resronsibilitks. requirements and restrictions; (2) 
supervising the training of Company employees and agents who usc or have access to Cl'Nl; (3) supavising the 
usc. disclosure. distribution or ac.:~:ss to thc Company's CPNI by indcpcndcnt contractors and joint venture 
partners: (4) maintaining rcwrds regarding the usc ofCI'NI in marketing campaigns: and (5) recc1ving. rcv1cwing 
and resolving questions or issues n:garding usc. disdosurc. distribution or provision of a.:cess to CPNL 

Company crnployccs and agents that may deal \\ ith CPNl have bccn informed that thcrc arc substantial federal 
rcstrit.:tions upon Cl'~l usc. distrihution and at.:ccss. ln order to he authorized to usc or access the ( ·ompany·s 
CI'NI. employees and agents must receive training with r..:sp..:cl to the requirements of Scction 222 of the 
Communications Act and the FCC's CI'NI Rules (Subpart lJ of Part 64 ol'thc FCC Rules). 

Before.: an agent. independent contractor or joint v..:nture partner may rccct\e or he alltmed to access or usc the 
Company's CPNI. the ag~:nfs. indep..:ndcnt contractor's or joint venture partner's agrcement with the Company 
must contain provisions (or the Compan~ and the agent. independent contractor or joint vo.:ntun: partner must enter 
into an additional contidentiality agro.:cmcnt which provides) that: (a) the agent. indc.:pcndcnt contrador or joint 
venture.: partner ma) usc.: the CPNI only forth~ purpose for which th~: CI'NI has bco.:n provided: (hf the agent. 
ind..:pcndcnt contractor or jnint venture.: partner may not disclose or distrinutc the CPNI ln. or allo\\ access to th<· 
CI'NI hy. any other rarty (unless the agent. indcpcndcnt contractor or .ioint venture rartncr is expressly and 
specifically required to do so by a court order): and (c) the agent. independent contractor or joint venture partner 
must implement appropriate.: and spccitic sateguards acc~:ptanlc to tho: Company to ensure the conlidentiality of 
th..: Company's CPNI. 

Ill. Protection of CPNI 

1. The Company may. aft..:r ro.:ceiving an appropriate \Hillen r~:qu~:st from a customcr. disdosc or provide the 
customer's Cl'NI to the customer hy scndin~ it to the customer's address or record. Any and all such customer 
requests: ( 1) must bc made in writing: (2) must include the customer's correct hilling name and addrcss and 
telephone numhcr: (3) must specify cxa.:tly what type or types oi'CPNI must he disdos..:d or prmided: (4) must 



speci!~ the time period for whi..:h the.: CI'Nl must he disclosed or rrovided: ;md (5) must he signc:d hy the 
customer. The t 'ompany will disclose CPNI upon aflirmativc written n::quest hy the customer to any p..:rson 
designated by the customer. but only after the Company calls the customer's tdcphonc: number of n:cord and/or 
sends a notification to tht.: customc.:r's addn::ss of re..:ord to \CTify thc accurac;. of this request. 

2. Tht.: Company will prmidc a customer's phone n::..:ords or other CPNI to a law enforcement agency in 
accordance'' ith applicable legal n.:quin::mcnts. 

3. Since Dcccmbcr H. 2007, the Company retains all customer passwords and ··shared secret"" question-answcr 
wmhinations in secure tiles that nut~ he accessed only hy autlwri;cd Company employees who n~.:cd such 
ini\Jnnation in order to authenticate thc id..:ntity of ~.:ustomers requ..:sting call detail information over the tclcphon.:. 

4. Sine.: Ikcemhcr H. 2007. Company employees authenticate all telephone requcsts l(lr ('I' I\! in the sam.: manner 
wh..:ther or not the CI'NI consists of ..:all detail inlormation. That is. Compan~ emplo~ecs must: (a) be furnisho.:d 
the customt.:r"s pr..:-estahlishcd password (or ~:orrect ansl\ers to the bad,-up ""sharo.:d secret .. mmhinations): (h) 
s~.:nd the requested information to the customt:r"s postal or cll:t:tronic "addn.:ss of ro.:cord" (sc.: deli nit ion above):" 
or (c) call thc custom..:r hack at the .:ustom..:r"s "telephone number of rccord" (see ddlnition ahov~.:) with th..: 
rcqucstt:d information. 

5. Tht: Company has adopted a policy that it docs not and will not usc. disclose or permit access to CPNI h~ an 
aftiliat.:. 

6. When an nisting .:ustomer calls the Company to inquin.: about or order new. additional or moditkd services 
(in-hound marketing). the t 'ompany may us..: the custom..:r"s ( 'l'Nl oth..:r than call dt.:tail ( 'I'NI to assist the 
customer lilr the duration of the customo:r's call if the Company provid..:s th.: customer with tht.: oral notice 
required by S..:ctions 64.200!\(c) and 64.200X(1) of the FCC's Rules and atier the Company authenticates the: 
customer. 

Since Dec~:mher X. 2007. the Compan) discloses or releases call detail intimnation to eustom..:rs during customer­
initiated telephone contacts only when the customer provides a prc-..:stahlish..:d password. If the custorn..:r docs not 
provide a password. call dt:tail inlilrmation is rck:ascd only by sending it to till: customer's address ofrc:cord or h) 
the carrit.:r calling the customer at the telephone number of rewrd. If tht.: customer is ahk to pro,idc to the 
Company during a custom..:r-initiated t..:h::phone call. all of the: call J..:t;1il inlimnation necessary to address a 
~.:ustomer service issue (i.e .. the tch::phone numht.:r calkd. \\hen it 11as calkd. and. if applicable. tht.: amount 
charged tor the call) without Company assistance. then the Company may take rnutin..: customer service actions 
relatcd to such inlimnation. ( lltmcver. under this cin.:umstarH.:t:. th.: Company may not disclost.: to tht.: customer 
any call detail ini(Jrmation ahout th..: custom..:r account other than th..: call detail inlill"11lation that th..: custom..:r 
provides without the custom.:r lirst providing a password.) 

7. The Company bas adopted a policy that it docs not and will not use. disclose. or permit a..:cess to CPNI in 
connection with Company-initiat..:d marketing of sen iu:s to '' hkh a custnmt.:r docs not alr..:ady subscribe from tht.: 
t 'ompan) (out-bound marketing). 

H. l'hc Company maintains appropriate paper and/or electronic records that allow its c.:rnployces. indc.:p..:ruknt 
contractors and joint venture partners to clearly establish the status of c.:ach customer's Out-out and/or Opt-In 
approvals (if any) prior to use of the customer's Cl'NI. I hcs..: records im:lud..:: (i) the datc(s) of any and all of the 
custmm:r's dcemed Opt-out approvals and/or Opt-in approvals. togdhcr \\ ith the dat..:s of any moditications or 
revocations of such approvals: and ( ii) tht.: typt.:(s) of l"l'N I usc. acc..:ss. dist.:losure and/or distribution approved by 
the customer. 

9 H":fi.)r'--· a cu~lnnK•r's < 'PNJ \:an he used in an out-hound mad\.~·ting ;H..:ti\·ity or c;.unpaig.n. the (\HnJXUl)'·s 

re..:ords must be ch..:cked to ddcrmine th.: status of thc customer's Cl'Nl approval. Company employees. 
independent ..:ontractors and joint venture partners arc n::quired to notit~ th.: Cl'NI Complianct.: Ofticcr ol' any 
acccss. accuracy or s..:curity problems thc.:y encountcr with resp<:t.:t to these r.:cords. 

lf n..:w. additional or e\tended approvals <•rc necessary. th..: CI'N I Com pi ian.:c Ofli.:er ''ill d.:tcrmine whcthcr th..: 
Company's --opt-Out CJ>Nl Notice" or '"Opt-In Cl'NI Notice" must be used with resp..:ct to various propos~.:d out­
bound marketing activities. 

10. The Cl'Nl Compliant.:..: Ofticcr will maintain a record of each out-hountl marketing activity or campaign. 
including: ( i) a description oft he.: campaign: (i i ~the specilic ( 'PNI that was us..:d in the campaign: (iii) the date and 



purpose of th..: campaign: and ( iv) what products and services wen: of!ered as part or til.: campaij,!n. !"his record 
shall he ma intained t(Jr a minimum or on.: year. 

I I. The Company's .:mploye<:s and billing agents may us.: l'I'NI tn initiate. render. hill and collect for 
telecommunications s<:rvic.:s. lh.; l 'ompany may obtain information rrom new or .:xisting customers that may 
cnnstitut.: CI'NI as part of applications or n:4uests l(lr new. additional or moditit.:d services. and its crnploye.:s and 
ag.:nts may use such mstomt::r information (without liJrther eustoma approval) to initial.: and provide the 
serviccs. Lik.:wist::. the Company's cmployees and billing ago.:llls may us..: customer service and calling n:cnrds 
(without customer approval): (a) to hill customers tor services rendered to them: (b) to irncstigalt: and resolve 
disputcs with customers ro.:garding th..:ir hills: and (c) to pursue legal. arbitration. or other processes to collect late 
or unpaid bills from customers. 

12. The Company's employees and agents may us.: CI'NI without customer approval to prot..:ct the Company·, 
rights or property. and lO protect us..:rs and other carriers lhlln lrauduknt. abusive or ilkgal usc of (or subscription 
to) the telecommunh.:ations service from which the CI'NI is derived. 
Because allegations and investigations or fraud. abuse and illegal usc nmstitut..: very sensitive matters. any access. 
usc. disdosurc or distrihutiun of Cl'l\1 pursuant to this Section must h.: <.:\pressly approved in advancl: and in 
writing by the Company's Cl'l\1 Compliance Ortlccr. 

13. The ( ·ompany's employees. agents. indcp..:ndcnt contractors and joint ventun: partners nHty l'iOT use CI'NI to 
idcntil)' or track customers who have mad..: calls to. ur rc.:ceived calls l'rom . ..:ompcting carriers. Nor may the 
Company's ..:mployccs. agents. independent contractors or jo111t \·enture partners usc.: or disclose ('I'!' I I(Jr personal 
reasons or pro tit. 

1-l. Company policy mandates that tiles containing CPNI ht: maint<1ined in a s..:curc manner such that the~ cannot 
be us..:d. accessed. disclosed or distributed hy unauthorized individuals or in an unauthoriz..:d mann..:r. 

I 5. Paper Illes wntaining Cl'NI arc kept in secure areas. and may not he used. removed. or copied in an 
unauthorized manner. 

16. Company c.:mployL:cs. ap.cnts. independent contractors and joint vcnturo.: partners are rclluirc.:d to notify the 
CPN! Complianc..: Offic..:r of any access or security problems they cncountcr with respect to tiles containing 

Cl'NI. 

17. The Company may p..:rmit its customers to establish online <Kcounts. hut must rc.:qu1rc an appropriat..: password 
to be furnished by the.: customc.:r bc.:forc he or she can access any Cl'NI in his or h~:r onlin~: account. Since 
Ikcc.:mhcr X. :wm. passwords may NOT he.: based upon readily ohtainable biographi..:al information (<:.g. the 
customer's name. mother's rnaidl:n name. so~ial se~urity number or date of birth I or a..:wunt int<.Jrmation (<'.g.. th..: 
customer's telephone number nr addrcss). 

IX. Since Dcc..:mhcr X. 2007. customc.:rs may obtain an initial or rcpla~..:mc.:nt password: (i) ifthcy come in person 
to the Company's husiness ofticc. produce a driv..:r·s license. passport or other government-issued idcntitication 
veri tYing their identity. and corr..:ctly answer certain qu..:stions regarding th..:ir servicL' and address: or (ii) if they 
call a spcciticd Company telephone.: number from their to.:kphone numh..:r of record. and thc.:n wait at that numbl:r 
until a ( 'ompany r~:pr..:scntativc calls them hack and obtains correct ansm:rs to ..:ertain quc.:stions regarding their 

serv il.:c and add n:ss. 

19. Since December X. 2007. the Cornp<lll) will not it~ customers immc.:diately of ~:crtain ..:hangcs in thL:ir accounts 
that may affect pri\al:y or security matt..:rs. 

a. Tht' types of t"hang.cs that rcquir..: immediatl: notilication indude: (a) chang<: or r.:qucst tor change of the 
customer's password: (h) change or rcqucst tor change.: of th.: custom..:r's addn:ss of record: (c) change or 
request ltlr change ol' any signiticant clement ol· the ..:ustomcr's online.: a~:cuunt: and (d) a change or rL:quest 
t(Jr change to the customer's rcsponsc.:s with respect lO the hack-up mcans of authentication tilr lmt or 
I(Jrgotlcn passwords. 

b. The notice may he provided hy: (a) a Company call or voiccmail to th..: customc.:r's tekphone numhcr of 
record: (h) a Company text message to the.: customer's h:lcphone numhc.:r of rcwrd: or (c) a writtt.:n notice 
maiiL:d to the customer's address of rccmd (to the custom..:r·s prior addr..:ss of n:cord 1f the change includes a 
chang..: in the customer's address of recor·d). 

c. Tht.: notice must identit~ only tht:: gen..:raltypc of change and must not revc.:a! the changed inJ(mnation. 



d. I he Compan) employee or agent sending the notice must prepare and furnish to the CI'NI Compliance 
Omcer a memorandum containing: (a) the name. address of record, and telephone number of record of the 
customer noutied: (b) a cop)' or the exact "-Ording of the text message. \Hitten nouee. telephone message or 
voicemail message comprising the notice; and (c) the date and time that the nottcc ''as sent. 

20. Since December 8. 2007. the Compan) must provide an initial notice to hm enforcement and a subsequent 
notice to the customer if a security breach results in the disclo~urc of the customer's CP I to a third party \\.tlhout 
the customer's authorimtion. 

a. As soon as practicable (and in no event more than seven (7) days) after the Compan~ discovers that a 
person (without authorit..ation or exceeding authorimtion) has intcntionall) gained access to. used or 
disclosed CPNI. the Company must pro' ide electronic notification of such breach to the United States ccrct 
Service and to the Federal Bureau of Investigation vta a central reponing facilit) accessed through a link 
matntained b) the fCC at hllP \\\\\\ . fCq.\0\ eh cpn1. 

2 1. incc December 8. 2007. the Compan) will provide customers with access to CP I nt its retail locations if the 
customer presents a valid photo ID and the valid photo I[) matches the name on the account. 

22. Since December 8. 2007. the Compan) takes reasonable measures to dtscover and protect against activit)' that 
is indicative of prete\ling including requiring Company employees. agents. independent conlractors and jomt 
venture panners to notif)' the CPNI Compliance Omcer immedtatel) b) voice, \Otcemail or email of: (a) an) 
suspicious or unusual call requesting a customer's call detail information or other CPNI (including a call where 
the caller furnishes an incorrect pass,.,ord or incorrect answer to one or both of the "shared secret" quc!>tion­
answer combinations): (b) an) suspictous or unusual attempt b) an indh idualto change a customer's password or 
account information {including providing inadequate or inappropriate identilicauon or incorrect "address or 
record," ·•telephone number of record" or other significant service information): {c) an) and all discovered 
instances where access to the Compan) ·s electronic Ii les or databases containing pass,,ords or CPNJ was denied 
due to the provision of incorrect logins and/or passwords: and (d) any complaint by a customer of unauthorized or 
inappropriate use or disclosure of his or her CPNI. TI1e CPNI Compliuncc Omccr will request fimher information 
in \\ riting. and investigate or supervise the investigation ot an)' incident or group of incidents that reasonabl) 
appear to entail pretexting. 

23. Compan)' and its authorized empiO)'CC.S may usc CP I to provide call location information regarding mobile 
users in cenain emergenc) situations. Except in an unforeseen emergenc) invoh mg a substantial threat to human 
li fe or safety. any· and all usc or provision of CPNI under this catcgof) must involve the specific types or 
categories of emergencies ltsted in writing by the Company's CPNI Compliance Officer. 

TV. C PNI Compliance Omcer 

In addition to the specalic matters required to be reviC\\ ed and approved b) the Compan~ 's CP I Compliance 
omccr. employees and agents. independent conlractors and joint venture partners are strongl) encouraged to bring 
any and all other questions, issue:. or uncertainties regarding the use. disclosure. or access to CPNI to the anent ion 
of the Compan) ·s CP I Compliance omcer for appropriate InVestigation, revae\\ and guidance. The e;..tent to 
which a particular employee or agent brought a CPNI math:r to the attention of the CP I Compliance Officer and 
received appropriate gu idance is a material consideration in an:r disciplinary acuon brought against the employee 
or agent for impermissible u,e, disclosure or access to C'PNJ. 

V. Disciplinary Procedures 

The Compan) has informed il!. cmpiO)CCS and agent,, llldcpcndcnt contruc.;tor.. und joint venture panncr.. that 11 
considers compliance '' ith the Communication" Act and FCC Ruh::" regarding the use. disclosure. and access to 
CPNI to be \ef) imponant. 

Violation by Com pan) employees or agents of such CPNI requirements will lead to disciplin81) action (including 
remedia l training. reprimands. unfavorable performance n:views, probation. and termination), depending upon the 
circumstances of the violation (including the severity of the violation. whether the violation was a first time or 
repeat violation. \\ hether appropriate guidance was sough t or recetved from the CPNI Compliance omccr, and the 
extent to \\hich the violation was or \Hls not deliberate or malicious) 

Violation by Company. independent contractors or joint venture panners of such C'P I requirements '"ill lead to 
prompt disciplinary action (up to and including remedial training and termination of the contract). 


